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- Getting More Connected, its Pros and Cons

- Past Events

+ Introducing ISO/IEC 27011 ISM

= Maximizing ISO/IEC 27011 ISM Benefits with Management Systems Program
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Singapore Dial-Up/Broadband Subscription Trends
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Internet Connectivity Trends

Computing Growth Drivers Over Time, 1960 — 2020E
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Security Threat Trends @ Internet Service Providers

Largest DDoS Attack - 49 Gigabits Per Second Largest Anticipated Threat — Next 12 Months
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Figure 1: Largest DDoS Attack - 49 Gigabits Per Second Figure 4: Largest Anticipated Threat — Next 12 Months
Source: Arbor Networks, Inc. Source: Arbor Netwerks, Inc,
Source: 2009 Worldwide Infrastructure Security Repo rt, Arbor Networks, Inc
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Time Taken to Mitigate an Attack
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Primary Obstacles in Reducing Time to Mitigation

Shortage of skilled operational personnel
« Delays in internal escalation to capable staff, obtaining senior management authorization
+ Poor quality of data/tools in-house, identification and classification after detection
Lack of clearly defined policies surrounding attack mitigation
Lack of clearly defined and assigned responsibilities for attack mitigation
= Inefficient, compartmentalized internal communications
« Inefficient internal processes, bureaucracy
Difficulty in verifying an attack—ensuring it's not a flash crowd or other legitimate customer traffic
Inadequate budget for infrastructure to surgically mitigate attacks
+  Lack of cooperation from and coordination with internal groups
«  Difficulty contacting peers/ upstreams/ downstreams/ customers
Managing capacity of dedicated mitigation devices

= Language barriers with regards to international peers/ upstreams/ downstreams/ customers

Source: 2009 Worldwide Infrastructure Security Repo rt, Arbor Networks, Inc
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Past Publicized Events

Estonia DDOS Attack, 2007

Source: http://www.robertamsterdam.com/

The Athens Affair, 2005

Source: http:/spectrum.ieee.org/telecom/security/t  he-athens-affair/0

Copyright 2010 Maximus Consulting Pte Ltd

Introducing ISO/IEC 27011:2008 ISM

BRITISH STANDARD BS ISOIEC . . .
270112008 = Interpretation guidelines
Information - Telecommunication sector specific controls
technology — Security - Supplements ISO/IEC 27002 — Code of
techniques — . Practice for Information Security
Information security Management
management
guidelines for tele-
communications Customers/Subscribers
organizations based on
ISO/IEC 27002 « Confidgfice\n service
- = Safeguard operational &

: AV.aI|abI|Ily A S interests

: FaU compejtion = Meet oblgations to customers

« Privacy prdtection and publi

Public Authorities Operators/ Service Providers
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Certficate

Information Security
Management System

ISOIEE 27001

Management Program
+
Risk Management
11 Security Domains "/\»5 v
39 Control Objectives. ¥
133 Controls ;

R

ISO/IEC 27002

Risk Management
11 Security Domains
39 Control Objectives

133 Controls

ISO/IEC 27011

Code of Practice

11 Security Domains
39 Control Objectives
133 Controls
+
1 Control Objective
13 Controls

Additional controls for
telecommunication
industry

Direct reference to
ISO/IEC 27002
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Confidentiality

Integrity

Availability

Protected from unauthorized disclosure

communicated information

Includes non-disclosure of communications —
existence, content, source, destination & date/ time of

Ensuring authenticity, accuracy and completeness
of information transmitted, relayed or received

medium

Installation and use of telecommunication facilities
should be controlled, regardless of transmission

Only authorized access provided to telecom
information, facilities and communication medium
Priority given to communications during emergency

and compliance to regulatory requirements

A.5 Security Policy

A.6 Organization of Information Security

A.7 Asset Management

A.8 Human

Resources
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Development, &

Maintenance

A.13 Information Security Incident Management

A.14 Business Continuity Management

**A,15 Compliance




Securing Communication Centres

Securing Telecommunication Equipment Rooms
Securing Physically Isolated Operation Areas
Equipment Sited in Other Carrier’s Premises
Equipment Sited in User Premises

Interconnected Telecommunication Service

Security Management of Telecommunication
Services Delivery

Response to Spam

Response to DoS/DDos Attacks




Telecommunication Carrier Identification and
Authentication by Users

Non-Disclosure of Communications
Essential Communications

Legality of Emergency Actions




ISO/IEC 27001 Information Security Management System (“ISMS”)

Includes a Plan-Do-Check-Act Management Program

Introduction

Terms &
Definitions

Internal ISMS Audits

Annex A: Control
Objectives & Controls

Scope

Information Security
Management
Systems

Management Review of
The ISMS

Annex B:
OECD Principles &
this International Standards

Normative
Reference

Management Responsibility

ISMS Improvement

Annex C:
Correspondence between
I1SO 9001, ISO 14001
and this standard
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ISMS Improvement

Management Review of
The ISMS

Internal ISMS Audits

P

Annex A: Control
Objectives & Controls

vl

. . Information Security
Information Security Management
Ma Systems
Annex A: Control
Objectives & Controls

Management Review of
The ISMS

ICNC Imnravinmant

Management Responsibility

O

Reference standard for putting in place an information security program

— Governance reference

— Certification requirements
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Security is more than just technological implementation; governance, processes are
equally important

ISO/IEC 27011 standard can help in providing a holistic security considerations

Use ISO/IEC 27001 to create an information security program and instill a security
culture

Start your ISMS program in a bite-size manner and establish a strong security
management foundation

Identify . Perform -
Scope Identify Gaps Close Gaps > o in it [ Certification

We thank our valued customers for their
continual support...
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