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Business at Risk

̋®ÓËÔ×ÒÆÙÎÔÓdØÊÈÚ×ÎÙÞd×ÎØÐdÎØdÕ×ÊØÊÓÙdÎÓdÆÑÑdÇÚØÎÓÊØØ̃Ød
IT systems and is applicable to all business processes

̋·ÎØÐØdÆØØÔÈÎÆÙÊÉdÜÎÙÍď

˾Competitive environments

˾Compliance with legislation

˾Protecting information systems including their use and 
related business activities 

˾Reliability & availability of business critical information

˾Fraud
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Business at Risk

̋Information security risk is real and exists in all 
organizations i˾ncluding SMEs (Small & Medium 
Enterprises)

̋Scenario 1 M˾edical Services, Clinics

̋Patient information
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Business at Risk

̋Information security risk is real and exists in all 
organizations i˾ncluding SMEs (Small & Medium 
Enterprises)

̋Scenario 2 H˾ead Hunters

̋¨ÆÓÉÎÉÆÙÊØ̃d¨»
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Business at Risk

̋Information security risk is real and exists in all 
organizations i˾ncluding SMEs (Small & Medium 
Enterprises)

̋Scenario 3 C˾ontracted manufacturers

̋Design and manufacturing documentation
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Business at Risk

̋Information security risk is real and exists in all 
organizations i˾ncluding SMEs (Small & Medium 
Enterprises)

̋Scenario 4 S˾oftware application developers

̋Source code

̋System documentation
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Business at Risk

̋Information security risk is real and exists in all 
organizations e˾ven for SMEs (Small & Medium 
Enterprises)

̋Scenario 5 P˾rinters, Publishing house

̋¨ÑÎÊÓÙØ̃dÕÚÇÑÎÈÆÙÎÔÓØdlÇÊËÔ×Êd×ÊÑÊÆØÊÉm
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Business at Risk

̋Most SMEs have digital information systems and 
go online

̋SMEs also as prime security targets - heavily rely 
on Microsoft

̋More than half of the SMEs that receive successful 
internet attacks won't know they were attacked

̋70% attacks of SME that cause more than ten 
thousands of dollars in damage involve an insider 
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Business at Risk

̋Limited resources of smaller companies mean that 
they are often unable to focus as closely as they 
may wish on what may be perceived as peripheral 
activities, including information security assurance

̋For SME, insufficient attention to information 
security may lead to inconvenience, damage to 
goodwill, loss of business opportunities, or facing 
legal prosecution
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Business at Risk

̋Inappropriate investment in information security 
ÇÚÉÌÊÙdÒÆÞdÆËËÊÈÙdÇÚØÎÓÊØØ̃dÕ×ÔËÎÙdÔ×dÎÙØd
competitive edge

̋What business needs is a consistent, risk -based and 
result -oriented process in information security 
management 

̋Factors to be considered: Cost, Control and 
Convenience
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Strategy 1

̋¹ÔÕdÒÆÓÆÌÊÒÊÓÙ̃ØdØÚÕÕÔ×Ù

̋ISMS t˾op down approach

̋Allocation of budget and resource

̋Appropriate target and expectation based on 
limitation
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Management Buy-in

̋What is ISMS?

̋Information Security Management System

̋̆ÙÍÆÙdÕÆ×ÙdÔËdÙÍÊdÔÛÊ×ÆÑÑdÒÆÓÆÌÊÒÊÓÙdØÞØÙÊÒpdÇÆØÊÉd
on a business risk approach, to establish, 
implement, operate, monitor, review, maintain and 
ÎÒÕ×ÔÛÊdÎÓËÔ×ÒÆÙÎÔÓdØÊÈÚ×ÎÙÞ̇dq˾uoted from 
ISO/IEC 27001:2005

̋By adopting and implementing requirements 
specified in the ISO/IEC 27001 standard
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Management Buy-in

̋Project proposal b˾enefit and cost

̋Why ISMS? 

̋How much?

̋How long?
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Management Buy-in

̋Why ISMS? 

̋Importance of INFORMATION to business 

̋Security risks t˾rend of ever -increasing risks

̋Consequences of negligence - compromising

˾Goodwill

˾Business continuity

˾Contractual commitment

˾Legal / regulatory compliance
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Management Buy-in

̋Information Security Requirements & Expectations

̋Self Governance

˾Directive from HQ / parent company

̋Legal / Regulatory Requirements

˾Banking Act / Telecommunication Act

˾Data Protection Act / Copyright Act

̋Contractual Requirements

˾Service level agreement (SLA) 

˾Non-confidentiality agreement (NDA)
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Management Buy-in

̋Business requirements / strategies

̋Tender requirements

̋Competitive edge b˾etter security management

̋Competitive edge g˾oodwill

̋Marketing and promotion

̋Business enabler for new markets / market 
segments
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Management Buy-in

̋Why ISMS?

̋Risk-based approach
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Management Buy-in

̋Why ISMS?

̋Holistic controls

People

Information 

IT
Network 

connections

Business processes

Physical 
location Services
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Management Buy-in

̋Why ISMS?

̋Management System c˾onsistent, self -improving 
and compatible to ISO 9000 etc

̋Internationally recognized
Establish ISMS 
Context & Risk 

Assessment

Monitor & 
Review ISMS

Design & 
Implement 

ISMS

Improve 
ISMS

Plan

Do

Check

Act
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Plan the budget and resource
̋How much?

̋Resource

˾Project Champion 

˾Expertise

˾Committees

˾Policy owners

˾Control implementers

I˾nternal auditor

˾Management

̋Full time vs part time
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Plan the budget and resource

̋How much?

̋Budget

̋Consultancy cost

̋Certification cost

̋Training cost

˾Champion and committee members

˾Control implementation, e.g. network management

I˾nternal auditors
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Plan the budget and resource

̋How much?

̋Budget

̋Implementation cost

˾Management system implementation d˾ocumentation

˾Tools - Risk assessment, Documentation Management

˾Control implementation e˾.g. CCTV installation, 
renovation, facility improvement, server hardening, new 
firewall, new file cabinet (with lock), replacement of 
EOL servers
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Plan the budget and resource

H̋ow much?

̋Budget

̋Maintenance cost

˾Documentation maintenance

˾Control maintenance

˾Facility maintenance , tools maintenance etc

˾Metric measurement

I˾nternal audit

˾On-going surveillance cost by certification body
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Strategy 2

̋Realistic planning of resource and budget

̋Integrate with business and function

̋Allocation of time c˾hampion and committee 
members

̋Investment as business infrastructure

̋Break down major investment across years

̋Obtain expertise help to prevent trial and error
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Plan the budget and resource

̋How long?

̋Implementation should not exceed 12 months to 
avoid too much disturbance  to business

̋For larger organization, suitable scope helps to 
bring down the implementation to reasonable size 
and timeframe

26
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Strategy 3

̋Set as high priority task 

̋Control and maintain momentum to avoid losing 
steam

̋Realistic scope
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Build up the essential

̋Form the committee

̋Project plan

̋Task and responsibilities - Champion 
˾Recommend scope

˾Select consultants

˾Select certification body

˾Secure budget and resource

˾Plan and monitor project progress

˾Report to top management / steering committee

28
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Build up the essential

̋Task and responsibilities w˾orking committee
˾Build the ISMS processes and procedures

˾Identify legal and regulatory requirements

˾Review / compile / update / publish / communicate security policy 
and process & control procedures

˾Initiate risk assessment and risk treatment tasks

˾Drive and/or support individual area of control implementation

˾Review control effectiveness through measurement, incident 
monitoring and risk review

˾Set up internal audit team

˾Communicate and coordinate with various departments

˾Set up security incident response team

29
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Build up the essential

̋Task and responsibilities t˾op management / 
steering committee
˾Approve the project and budget

˾Provide resources

˾Endorse security policy and/or procedures

˾Review and approve risk assessment results a risk treatment plan

˾Review ISMS effectiveness

30
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Build up the essential

̋Task and responsibilities b˾usiness units
˾Impact of loss in information confidentiality,  integrity and 

availability

˾Identify important data / information / services

˾Identify essential business requirements in information security 
management

31
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Build up the essential

̋Task and responsibilities I˾T department
˾IT security control implementation

˾IT security policy maintenance

˾Security awareness programme

˾System security

˾Network security

˾Data Centre / Computer Room security

˾IT DR plan

˾Essential part of Security Incident Team

32
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Build up the essential

̋Task and responsibilities A˾dmin department
˾Physical and general security control implementation

33
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Build up the essential

̋Task and responsibilities H˾R department
˾HR security control implementation

˾Staff induction programme

34
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Strategy 4

̋Clearly defined responsibilities

̋Timeline planned and monitored
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Build up the essential

P̋roject Plan

D̋etailed Tasks

Define scope of ISMS

Select & implement 
ISO/IEC 27001 controls

Develop security documents, 
procedures & policies

Undertake ISO/IEC 27001 risk 
assessment

Do a ISO/IEC 27001 
gap analysis

Monitor, measure, audit and 
review

Certification
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Gap Analysis

G̋aps, holes and 
weaknesses where controls 
are needed 

A̋reas where there is need 
for further more detailed 
assessment
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Control Y/P/N/

NA

Comments

3.1 Information security policy P

4.1 Information security organisation P

4.2 Security of third party access N

4.3 Outsourcing NA

5.1 Accountability for assets

5.2 Information classification

6.1

6.2

6.3

7.1

Methods 

̋The analysis can            be 
done by using            a 
combination of

˾Check tables/Q&A

I˾nterviews
̋Managers 

S̋ystem & security officers

T̋echnical staff

S̋taff responsible for physical issues


