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A Management buy-in
A Plan the budget and resource
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" «Business at Risk

" ®OEOxOAUI OOd@EEUX] UbdxI @D
I'T systems and is applicableto all business processes
. | 2b@d AGDPOEI AUEEdUI UI d~
_ Competitive environments
_ Compliancewith legidlation
_Protecting information systems including their use and

related business activities

_ Rédliahility & availahility of business cntical information

~_ Fraud
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" sBusiness at Risk

" Information secunty nsk isreal and existsin all
organizations _ including SMEs (Small & Medium
Enterpnses)

~ Scenanol . Medical Sevices, Clinics

" Patient information
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" eBusiness at Risk

" Information secunty nsk isreal and existsin all
organizations _ including SMEs (Small & Medium

Enterpnses)
"~ Scenano2 _ Head Hunters
" EOEl EAUED™ d~ »
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" «Business at Risk

" Information secunty nsk isreal and existsin all
organizations _ including SMEs (Small & Medium
Enterpnses)

"~ Scenano3 _ Contracted manufacturers

" Design and manufactunng documentation
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«Business at Risk

" Information secunty nsk isreal and existsin all
organizations _ including SMEs (Small & Medium

Enterpnses)
"~ Scenano4 _ Software application developers
" Source code
" System documentation
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" «Business at Risk

" Information secunty nsk isreal and existsin all
organizations _ even for SMEs (Small & Medium

Enterpnses)
"~ Scenario5 _ Printars, Publishing house
"NT EOQU@” dOUCNI EAUT O0@d! CE
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" sBusiness at Risk

"~ Most SMEs have digital information systemsand
goonline

" SMEsalsoasprimesecuntytargets - heavily rely
on Microsoft

" Morethan half of the SMEs that recalve successful
Intemet attacks won't know they were attacked

"~ 70% attacks of SME that cause more than ten
thousands of dollarsin damage involve an insider
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" sBusiness at Risk

" Limited resources of smaller companies mean that
they are often unableto focus as closdly asthey
may wish on what may be percelved as paipheral
activities, including information securnity assurance

"~ For SME, insufficient attention to information
secunty may lead to inconvenience, damageto
gooawill, loss of business opportunities, or facing
legal prosecution
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" «Business at Risk

" Inapproprate investment in information secunty
CUEI EUdO&APd AEEEEUd CUGI OE @¢
competitive edge
"~ What businessneedsisaconsistent, isk  -based and
result -onented process in information secunty
management

"~ Factorsto be consdered: Cost, Control and
Convenience
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’ -Strategy,. 1

Loy N oy 7 N

"1 00dOAOA&A EOEOU” @d@UOOOXx U
" ISMS _ top down approach
" Allocation of budget and resource

’ Appropn ate target and expectation based on
limitation
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" «Management Buy-in

~ WhatisISMS?

" Information Secunty Management System

" Ul AUdOAxUdOEdUI EdOUEx AN N ¢
on a business nsk approach, to establish,
Implement, operate, monitor, review, maintain and
I OOxOUEdIT OE Ox Q Andted@oond GEE U x |
ISONEC 27001:2005

" By adopting and implementing requirements

— specified inthe ISO/EC 27001 standard
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Management Buy-in

" Projectproposal | benefitand cost
" WhyISMS?

"~ How much?

"~ Howlong?
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~ «Management Buy-in

" WhyISMS?
" Importance of INFORMATION to business
"~ Secuntynsks _ trend of ever -increasing nsks
"~ Consequencesof negligence - compromising
_ Goodwill
_Business continuity

_ Contractual commitment
_ Legal / regulatory compliance

\. 77 Information Technology 15
: = Standards Committee



Management Buy-in

|nformation Secunty Requirements & Expectations

Self Govemance
_ Directive from HQ / parent company
Legal / Regulatory Requirements
_ Banking Act/ Telecommunication Act
_ Data Protection Act/ Copynght Act

”  Contractual Reguirements

_ Seavicelevel agreement (SLA)
. Non-confidentiality agreement (NDA)
UTSC
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Management Buy-in

" Businessrequirements/ strategies

" Tender requirements

~ Competitiveedge _ better secunty management
Competiiveedge _ goodwill

"~ Marketing and promotion

" Busginess enabler for new markets / market
segments

0 :TSC
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Management Buy-in

“ WhyISMS?
”  Risk-based approach

ISO/IEC 27001:2005 Applicability Status Reason
Yes No
A.10.8.3 — Physical Media in Transit v Media is transported

offsite by a media
company; control is
used to protect
media. Refer to risk
assessment.

A.10.9.1 - Electronic Commerce \ There is no e-
commerce systems

ITSC
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Management Buy-in

“ WhyISMS?
Holistic controls

Ta 5 1l @
2 >
: 7 ﬁ =
Information - ’ — ~
Gsféiﬁggﬂ Business processes

Physical
location

Network
connections
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«Management Buy-in
” WhyISMS?

Vid

Management System _ consistent, self -improving
and compatibleto |SO 9000 etc

Intemationally recognized Plan

Vid

Act

Development, Improve

Maintenance & ISMS

Improvement
Cycle

Do

Monitor &

7 G Review ISMS
litsc
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«Plan the budget and resource

” How much?

Resource

_ Project Champion

. BExpertise

_ Committees

_ Policy owners

_ Control implementers
_ Intemal auditor
Management

- Full time vs part ime

21



«Plan the budget and resource

Vid

How much?

”  Budget

~  Consultancy cost

”  Cetification cost

“ Training cost

_ Champion and committee members

_ Control implementation, e.g. network management
_Intemal auditors

4 HSC
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" «Plan the budget and resource

Vid

How much?

”  Budget

” Implementation cost

_ Management system implementation _ documentation
_ Tools - Risk assessment, Documentation Management

_ Control implementation _ e.g. CCTV indallation,
renovation, facility improvement, server hardening, new
firewall, new file cabinet (with lock), replacement of
EOL savers

/ e \
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«Plan the budget and resource

How much?
”  Budget

Vid

Maintenance cost

_ Documentation maintenance

_ Control maintenance

_Faallity maintenance , tools maintenance etc
Metnc measurement

_ Intemal audit

| _ On-going surveillance cost by cetification body

ITSC

~—7  Information Techno ology 24
Standards Committee



' .Strategy,. 2

" Redlistic planning of resource and budget
| ntegrate with business and function

"~ Allocationoftime _ champion and committee
members

" Investment as business infrastructure
" Break down major investment across years
"~ Obtain expeartise help to prevent tnal and error
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«Plan the budget and resource

"~ Howlong?

" Implementation should not exceed 12 monthsto
avold too much disturbance to business

" Forlarger organization, suitable scope helpsto
bring down the Implementation to reasonable size
and imeframe

. 7 Information Technology 26 26
= Standards Committee



-Strategy,e 3

" Setashigh pnonty task
~ Control and maintain momentum to avoid losing
Sleam

Realistic scope

**‘" IISC
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-Build up the essential

Vid

Formm the committee
Project plan
Task and respongibilites - Champion

Recommend scope

Select consultants

Select cexrtification body

Secure budget and resource

Plan and monitor project progress

Report to top management/ steering committee

Vid

Vid
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-Build up the essential
Task and respongbiliies  working committee

Build the ISMS processes and procedures
|dentify legal and regulatory requirements

Review/compile/update/ publish / communicate secunty policy
and process & control procedures

Initiate nsk assessment and risk treatment tasks

Drive and/or supportindividual area of control implementation
Review control effectivenessthrough measurement, incident
monitoring and risk review

Set up intemal auditteam

Communicate and coordinate with vanous departments

Set up secunty incident response team

ITSC
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-Build up the essential

Vid

Task and respongbiliies _ top management/
Steering committee

Approvethe project and budget

Provide resources

Endorse secunty policy and/or procedures

_ Review and approve sk assessment results a nsk treatment plan
Review ISMS effectiveness

( I 1 SC
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-Build up the essential

Vid

Taskand respongbiliies  businessunits

_Impact of lossin information confidentiality, integnty and
availability

_ ldentify important data / information / services

_ ldentify essential business requirements in information secunty
management
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-Build up the essential
” Taskandresponshiliies T department

I'T secunty control implementation

|'T secunty policy maintenance

Secunty awareness programme

_ System secunty

Network secunty

Data Centre/ Computer Room secunty
ITDR plan

Essential part of Secunty Incident Team

ITSC
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" «Build up the essential

” Taskandresponshilites _ Admin department
_Physical and general secunty control implementation
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-Build up the essential

Vid

Taskand respongbiliies  ~ HR department
_ HR secunty control implementation
_ Staff induction programme
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oStrategy 4

" Clearly defined responsibilities
" Timeline planned and monitored
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,Build up the essential

” Project Plan
” Detailed Tasks

Define scope of ISMS I

|

Do a ISO/IEC 27001
gap analysis

1

Undertake ISO/IEC 27001 risk
assessment

— —

Select & implement Develop security documents,
ISO/IEC 27001 controls procedures & policies

ITSC
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- _ Gap Analysis

" Gaps, holesand
weaknesses where controls
are needed

” Areaswherethereisneed
for further more detailed
assessment
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. Methods
el e

donebyusing a
combination of
_ Checktables/Q&A
Interwevvs
"~ Managers
~ Systlem & secunity officers
“ Technical staff
~  Staff responsiblefor physical issues
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