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What is Digital Forensics?

Forensics is the use of science and technology to investigate and 

establish facts in a court of law.

Computer forensics is the application of computer investigation and 

analysis techniques in the interests of determining potential legal 

evidence.

Digital forensics is a more comprehensive 

approach than computer forensics as it 

encompasses all digital media such as 

optical media or backup tapes for example 

and not just hard disks that are commonly 

found in computers.
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What Digital Forensics Is Not
Incident Response

This activity relates to the handling of computer security 

incidents.  Carnegie Mellon University created the first CERT 

(Computer Emergency Response Team) following the release 

of the Morris worm.

Data Recovery

The process of salvaging data from damaged storage media.  

Recovery may be required due to physical or logical damage 

that prevents its use.  Data recovery usually changes data. 

Disk Cloning

The process of copying the contents of one computer hard 

disk to another disk or to an "image" file.  Disk cloning usually 

misses a substantial amount of data on a hard disk.
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Why Digital Forensics?

An IDC whitepaper  in 2008 estimated that the digital universe in 

2007 was 281 exabytes, or 281 billion gigabytes(GB).  This equates 

to an average amount of 42.6GB of data per person.  The same 

paper estimated that 1,200 exabytes of data would be produced this 

year.

It is estimated that 210 billion e-mail messages and 32.2 billion 

instant messages are sent each day!

The typical corporate email account will send and receive 18.5MB of 

data per day according to The Radicati Group.

A survey found that only 5% of information that is created is 

ñstructuredò i.e. in a standard format that can be read and stored.
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Why Digital Forensics?

Wal-Mart, a retail giant, handles more than 1 million customer 

transactions every hour.

Facebook, a social-networking website, is home to 40 billion pictures.

Researchers from University of California in San Diego (UCSD) found 

that in 2008, American households were consumed 34GB of data per 

person per day!

Experiments at CERN, the European Organisation for Nuclear 

Research, generate 40 terabytes every second.  This is actually too 

much data for CERN to store or even analyse.

This trend is not expected to slow down anytime soon!
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Locations of Evidence
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Evolution of Digital Forensics

In the 80ôs, law enforcement realised that computers stored 

vital evidence related to their investigations.  All tools such as 

dd were command line and consultants were retained to 

assist with investigations.

In the 90ôs, the first GUI forensics tools such as Andy Rosenôs 

Expert Witness started to appear and greatly helped law 

enforcement which had a dearth of technical skills.

EnCase Forensic was probably the first Windows-based 

forensic tool which helped Guidance Software become the 

Microsoft of digital forensics!
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Evolution of Digital Forensics

In those days NTI Safeback, Vogon and FTK from 

AccessData were competitors to EnCase Forensic.  Of these, 

only FTK really survives.

In the 00ôs, the focus was on adding more features  such as 

foreign language support until EnCase Enterprise and 

ProDiscover added the ability to conduct network-enabled 

forensics.  This decade also saw the creation of network 

forensic tools to capture and analyse network packets.
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Evolution of Digital Forensics

EnCase Forensic became the de-facto tool for digital forensics 

but today it is being challenged by other tools such as 

AccessDataôs FTK 3, X-Ways Forensics, open source 

tools and niche tools such as BlackBag Macintosh 

Forensic Suite.

During this period, we saw the first mobile device forensic 

tools such as Parabenôs Device Seizure appear to address 

the increased need to analyse data from mobile phones.

In addition, complementary tools such as F-Response and 

Intella are greatly enhancing the capabilities of digital 

forensics practitioners which can only be a good thing!
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Some Digital Forensics Tools
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What is eDiscovery?

Electronic discovery (or eDiscovery) generally refers to discovery 

in civil litigation which deals with information in electronic format also 

referred to as Electronically Stored Information (ESI).

Electronic information is different from paper information because 

of its intangible form, volume, transience and persistence. 

Electronic information is usually accompanied by metadata, which is 

not present in paper documents. However, paper documents can 

be scanned into electronic format and then manually coded with 

metadata. The preservation of metadata from electronic 

documents creates special challenges to prevent spoliation. 

(Source: Wikipedia)
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The eDiscovery PD

Practice Direction No.3 of 2009 - Discovery and Inspection of 

Electronically Stored Documents came into force on 1st October 

2009.

Currently an opt-in framework that provides explanation and 

guidance to lawyers on how to deal with the complex issue of 

electronic evidence.

The Practice Direction covers the discovery and inspection of 

electronic documents and also provides an eDiscovery Protocol for 

parties to agree to when dealing with electronically stored 

documents.

The Practice Direction also includes a protocol for the inspection of 

documents, databases and the forensic inspection of documents.
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Electronic Discovery Reference Model


